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RADFORD UNIVERSITY - OFFICE OF AUDIT & ADVISORY SERVICES
Information Technology Audit — Data Centers
June 12, 2024

BACKGROUND

Radford University’s data center environment is comprised of the following components:

e Three on-campus data centers and one off-campus data center are designed to securely house information
technology (IT) computing resources such as servers, systems, data, and network equipment.

o VMWare Servers allow multiple virtual machines to run on the same physical hardware at the same time.

o Storage Infrastructure (Userdir/Whale) provides data storage for users, departments, and application data.

o Backup System (NetBackup) allows for backup and recovery of databases, applications, and operating systems
across multiple platforms.

o F5 Load Balancers distribute network traffic across resources to enhance performance and availability and to
increase security.

These components are managed by Information Technology Services (ITS).

OBJECTIVES AND SCOPE

The objective of the audit was to assess the risks, security measures, and controls associated with the University’s data
center environment and to provide recommendations to lower those risks.

The scope of the audit was limited to the data center environment and included the following:

e Physical security and environmental controls e  System configurations

e Personnel access controls e Network traffic management

e Information processing, storage, and performance e System and data backup processes, including
management recovery

The audit procedures included a review of the controls noted above and a comparison of them against information
technology security industry best practices.

The audit was performed by both the Office of Audit and Advisory Services and Securance Consulting who was contracted
by the Office of Audit & Advisory Services.

This audit was conducted in accordance with the International Standards for the Professional Practice of Internal Auditing.

CONCLUSION

At the time of the audit and relative to the controls and processes reviewed, they appeared adequate to provide reasonable
assurance that the objective noted above is being met. However, we identified the following business issues.

BUSINESS ISSUES

The following issues were identified in this audit. Page 2 contains information on planned actions and action completion
dates and, accordingly, that page is an integral part of this report.

1. Improvements are needed regarding specific VMWare host servers.

2. Improvements are needed in the management of the NetBackup solution.

3. The University’s Memorandum of Understanding (MOU) with Virginia Tech to serve as an offsite data
center/data storage location has outdated and/or incorrect information.
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RADFORD UNIVERSITY - OFFICE OF AUDIT & ADVISORY SERVICES
Information Technology Audit — Data Centers
June 12, 2024

BUSINESS ISSUE PLANNED ACTION COMPLETION
DATE
Improvements are needed regarding specific Four of the eight servers that Complete

VMWare host servers.

Although the servers can only be accessed by
system administrators using a restricted VPN
connection, technical vulnerabilities were identified
on specific servers and provided to management.
Without  prompt  remediation of  certain
vulnerabilities, the risks of security weaknesses are
increased.

had vulnerabilities have
been decommissioned.

The systems on the four
remaining servers will be
migrated to new VMWare
servers in a VSAN
environment, and those four
remaining servers will be
decommissioned.

October 1, 2024

Improvements are needed in the management of the
NetBackup solution.

Although backups include all critical systems and
individual file recovery tests are performed, a full
system recovery test is not performed. Not
performing a test of a full system recovery increases
the risk that, in an actual event, the University would
be unable to recover critical data and/or systems.

ITS will develop and
document a comprehensive
procedure to ensure full
recovery tests are performed
on the on-premise sensitive
systems.

ITS will complete a full
recovery test for at least half
of these on-premise systems
that have a business
criticality level of one.

November 15, 2024

November 15, 2024

The University has a Memorandum of
Understanding (MOU) with Virginia Tech for space
in the Andrews Information Systems Building
(AISB) Data Center to serve as an offsite data
center/data storage location to support backup and
recovery operations. However, the MOU contains
outdated and/or incorrect information. Having
outdated information could result in delays during
service interruption events.

ITS will update the MOU
with Virginia Tech,
including the corresponding
attachments, regarding use
of the AISB Data Center.

ITS will also implement and
document an annual review
of the MOU.

July 15, 2024

July 15, 2025
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RADFORD UNIVERSITY - OFFICE OF AUDIT & ADVISORY SERVICES
Information Technology Audit — Key Information Security Roles
August 8, 2024

BACKGROUND

Radford University classifies its information technology systems as either sensitive or non-sensitive. Sensitive
systems are those where the confidentiality, availability, or integrity of the data or system is rated as “high”. All
sensitive systems must comply with the Radford University Information Technology Security Standard 5003s-01
(Standard).

At the time of our audit, there were 106 sensitive systems. 79 were vendor-hosted systems, and 27 were on-premise
systems.  The Standard defines key information security roles to manage those systems and outlines the
responsibilities of those roles. Those roles and responsibilities are then assigned to individuals, as appropriate.

OBJECTIVES AND SCOPE

The objectives of the audit were to determine whether:
e Required information security roles have been assigned for sensitive systems,
e A proper separation of duties exists for key information security roles, and
e Individuals in key information security roles have completed required role-based training.

The scope of the audit included 100% of the 106 sensitive systems and the following key information security
roles:

e System Owner e System Administrator
e Data Owner e Application Administrator

The audit procedures were based on the requirements outlined in the Radford University Information Technology
Security Standard 5003s-01.

This audit was conducted in accordance with the International Standards for the Professional Practice of Internal
Auditing.

CONCLUSION

At the time of the audit and relative to the controls and processes reviewed, they appeared adequate to provide
reasonable assurance that the objectives noted above are being met. However, we identified the following business
issue.

BUSINESS ISSUES

The following issue was identified in this audit. Page 2 contains information on planned actions and action
completion dates and, accordingly, that page is an integral part of this report.

1. The Standard contains requirements that, based on our testing, may need updating.
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RADFORD UNIVERSITY - OFFICE OF AUDIT & ADVISORY SERVICES
Information Technology Audit — Key Information Security Roles

August 8, 2024

BUSINESS ISSUE

PLANNED ACTION

COMPLETION
DATE

L1

1.2

1.3

The Standard contains requirements
that, based on our testing, may need
updating. The Standard was originally
developed in 2011, although it has been
regularly updated since then, the
environment (e.g., the increase in
vendor-hosted systems) has changed
such that the following sections appear
to need review:

Section 2.2.7 requires that each system
should have at least two System
Administrators. We found instances
where systems did not have at least two
of these roles assigned.

Section 2.2.2.7 (b) and 2.2.7 prohibit a
System  Administrator from also
serving as the Data Owner for a system.
We found two individuals that were
assigned both roles for a system.

Section 2.2.2.7 (b) and 2.2.8 do not
address whether there are separation of
duties/role requirements for
Application Administrators.
Considering the similarity in the roles
of  System  Administrator  and
Application Administrator, a best
practice may be to mirror the separation
of duties requirement(s) for System
Administrators, e. g., prohibit an
Application Administrator from also
serving as the System Owner or the
Data Owner for a system.

ITS management will review the
Standard’s requirements related to key
information security roles, including the
sections noted, and update the Standard
or update role assignments.

October 31, 2024
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