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Mr. Mike Reinholtz, Acquisitions & Contract Management Specialty Team Director and Radford 
Audit Project Manager, Auditor of Public Accounts 

Dr. James Burke, Performance Management Group 
Ms. Linda Pierce, Performance Management Group 

Ms. Michele N. Schumacher, Secretary to the Board of Visitors 

CALL TO ORDER 

Mr. Matthew B. Crisp, Chair, called the meeting to order at 12:40 p.m. in Conference Room 2-G, 
One James Center, 901 E. Cary Street, 2nd Floor, Richmond, Virginia and noted that pursuant to the 
draft Agenda as published “All start times for committees are approximate only. Committees meet 
sequentially in the order appearing.  Meetings may begin either before or after the listed 
approximate start time as committee members are ready to proceed.” 

APPROVAL OF AGENDA 

Mr. Crisp asked for a motion to approve the February 2, 2015, meeting agenda with one change 
since the Auditor of Public Accounts has not yet arrived we will hear his report on his arrival.   Dr. 
Andrew B. Fogarty made the motion and Mr. Anthony R. Bedell seconded the motion and the 
motion carried unanimously.  

APPROVAL OF MINUTES 

Mr. Crisp asked for a motion to approve the minutes of the November 20, 2014, meeting of the 
Business Affairs & Audit Committee, as published.  Mr. Bedell made the motion and Dr. Fogarty 
seconded the motion, and the motion carried unanimously. 

REPORT FROM THE UNIVERSITY AUDITOR 

Ms. Margaret McManus, University Auditor, presented an oral report on the University’s 
Discretionary Fund review for the quarter ended December 31, 2014.  She noted that one hundred 
percent of expenditures were reviewed and all were found in compliance with the Board of Visitors’ 
guidelines.  Ms. McManus also presented a follow-up audit status report which is attached hereto as 
Attachment A and is made a part hereof.  

Mr. Crisp thanked Ms. McManus for her report. 

REPORT FROM THE AUDITOR OF PUBLIC ACCOUNTS 

Mr. Mike Reinholtz, Commonwealth of Virginia Acquisitions & Contract Management Specialty 
Team Director and Audit Project Manager for Radford University, with the Auditor of Public 
Accounts presented information regarding the upcoming audit of the university’s fiscal year 2014 
financial statements.  He discussed the responsibilities of the auditors and management as well as 
the planned scope and timeline of the audit.   
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Mr. Crisp thanked Mr. Reinholtz for his report. 

REPORT ON THE GOVERNOR’S AMENDED 2014-2016 BIENNIAL EXECUTIVE 

BUDGET 

Ms. Lisa H. Ridpath, Associate Vice President for Finance and Administration, presented an 
overview of the incremental funding proposed for Radford University’s operating and capital 
budgets.  She reported that the proposed Executive Budget does not include any additional 
reduction to the University’s general fund appropriation beyond the amount originally identified.  
However, the final outcome of the proposed 2014-2016 Executive Budget amendments will not be 
known until the completion of the 2015 General Assembly session.  Updates will be provided 
throughout the session as additional information becomes available.    

REPORT ON THE 2015 GENERAL ASSEMBLY LEGISLATIVE UPDATE 

Ms. Ridpath also provided an overview of legislation proposed during the 2015 General Assembly 
Session, as well as a summary of the introduced bills potentially impacting higher education.  These 
bills are currently being reviewed and considered by the House and Senate.  As decisions are made 
regarding key legislation, updates will be provided throughout the session. 

Mr. Crisp thanked Ms. Ridpath for her reports. 

REPORT ON CAPITAL PROJECTS 

Mr. Richard Alvarez, Vice President for Finance & Administration and Chief Financial Officer 
referred the Committee to the Capital Project Update found in their Committee materials, and stated 
that he would not review the report unless there were any questions.   

There being no questions, Mr. Crisp thanked Mr. Alvarez for his report. 

REPORT ON 2015-2016 BUDGET OUTLOOK 

Mr. Alvarez also presented an overview of tuition and fees to initiate committee discussion of the 
University’s financial position as estimates are prepared for fiscal year 2015-2016 and noted the 
importance of beginning these discussions prior to the May 2015 Board meeting.  He reviewed key 
assumptions regarding revenue, expenses, and reallocations that will be used to prepare the 2015-16 
budget. A discussion then ensued concerning the budgeting process as well as strategic planning.  A 
copy of Mr. Alvarez’s report is attached hereto as Attachment B and is made a part hereof. 

Mr. Crisp thanked Mr. Alvarez for this overview. 

ACTION ITEMS 

Resolution certifying compliance with the Debt Management Policy 

Ms. Ridpath explained that as part of Institutional Performance Standards reporting, the Secretary of 
Finance for the Commonwealth of Virginia requires an annual certification from the Board of 
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Visitors that the University is in compliance with its Debt Management Policy. She provided an 
overview of the ratios, which demonstrated compliance with the policy.   Mr. Crisp asked for a 
motion to recommend to the Board of Visitors approval of a Resolution certifying that Radford 
University is in compliance with its Debt Management Policy. On a motion by Mr. Bedell and 
seconded by Dr. Fogarty, the recommendation was unanimously approved.  A copy of the report 
together with the proposed Resolution is attached hereto as Attachment C and is made a part hereof. 

Approval of a Resolution to Approve a 2014-15 Operating Budget Second Quarter 
Adjustment 

Ms. Ridpath explained that because of the Commonwealth’s significant general fund shortfall for 
the 2014-16 biennium, it was necessary for executive branch agencies to revise the original biennial 
revenue projections and implement savings strategies. As a result, $45,000,000 of general fund 
appropriation was to be reverted from the E&G programs of public institutions of higher education 
in both years of the biennium, 2014-15 and 2015-16.  Radford University’s share of the reduction is 
$1,113,249 in each year of the biennium; therefore, a second quarter budget adjustment is needed to 
align the University’s general fund revenue forecast with authorized expenditure levels.  The 
University Operating Budget was included in the Board materials and reflected the required second 
quarter adjustment to realign the operating budget with current projections.  Mr. Crisp asked for a 
motion to recommend that the Board of Visitors approve a Resolution to adjust the operating budget 
in the second quarter as presented in the Board materials for Total Operating Budget.  Ms. Georgia 
Anne Snyder-Falkinham so moved and Dr. Fogarty seconded and the motion was unanimously 
adopted. A copy of the Resolution is attached hereto as Attachment D and is made a part hereof. 

ADJOURNMENT 

With no further business to come before the Committee, Mr. Crisp, Chair, adjourned the meeting at 
2:10 p.m. 

Respectfully submitted, 

Michele N. Schumacher 
Secretary to the Board of Visitors 
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Radford University Board of Visitors 
Business Affairs & Audit Committee 


February 2, 2015 


Action Item 
Compliance with Debt Management Policy 


Item: 
Adoption of a Resolution certifying that Radford University is in compliance with its Debt 
Management Policy. In addition, this certification is required annually by the Secretary of 
Finance for the Commonwealth of Virginia as part of Institutional Performance reporting. 


Background: 


The 2005 Session of the General Assembly adopted, and the Governor signed, legislation that 
provides Radford University and all other public colleges and universities in the 
Commonwealth the opportunity to attain certain authority and autonomy to manage its 
academic and administrative affairs more efficiently and effectively through implementation 
of the Restructured Higher Education Financial and Administrative Operations Act. At its 
meeting on June 30, 2005, the Radford University Board of Visitors approved a Resolution of 
Commitment allowing the University to exercise restructured financial and operational 
authority as identified in the Restructuring Act.  


The 2014 Virginia Acts of Assembly, Chapter 3 includes a requirement in the General 
Provisions related to Higher Education Restructuring. §4-9.02 requires, in part, that: 
“Consistent with § 23-9.6:1.01, Code of Virginia, the following education-related and 
financial and administrative management measures shall be the basis on which the State 
Council of Higher Education shall annually assess and certify institutional performance. 
Such certification shall be completed and forwarded in writing to the Governor and the 
General Assembly no later than October 1 of each even-numbered year. Institutional 
performance on measures set forth in paragraph D of this section shall be evaluated year-to-
date by the Secretaries of Finance, Administration, and Technology as appropriate, and 
communicated to the State Council of Higher Education before October 1 of each even-
numbered year. Financial benefits provided to each institution in accordance with § 2.2-5005 
will be evaluated in light of that institution’s performance.”  


The Secretary of Finance collects information to fulfill the reporting requirements as they 
relate to paragraph D-Financial and Administrative Standards, specifically §4-9.02 d.2. which 
states: “Institution complies with a debt management policy approved by its governing board 
that defines the maximum percent of institutional resources that can be used to pay debt 
service in a fiscal year, and the maximum amount of debt that can be prudently issued within 
a specified period.” To assess this measure, the Secretary of Finance is seeking a statement 
from the Board of Visitors certifying Radford University’s compliance with said policy and 
the effective date of that policy. 


Schedule A below provides the required ratio calculation and demonstrates the University is 
in compliance with its Debt Management Policy.  Currently, as disclosed in the 2014 
unaudited annual financial statements, the University’s debt obligations including affiliated 
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foundations total $44,304,297which is mainly attributable to the Student Recreation and 
Wellness Center and Renovations of four Residence Halls projects.   


Schedule A 


RADFORD UNIVERSITY  
DEBT MANAGEMENT POLICY RATIO 


The calculation reflects June 30, 2014 unaudited Financial Statements for Total Operating Expenses 
(as defined in the University’s Debt Management Policy); however, Annual Debt Service reflects 
expected payments as of June 30, 2015 plus new debt issuances expected payments for fiscal year 
2015. 


Board Approved Ratios  Range Formula 


Unaudited Financial 
Statements 


as of 6/30/2014 
Debt Burden Ratio 


1.60% 


Max Annual Debt Service 
as % of Operating 
Expenses < 7% Annual Debt Service* $3,279,044 


Total Operating Expenses*  $204,940,361 


* Ratio includes Radford University Foundation


The Debt Management Policy also identifies that an annual report shall be prepared for 
review by the Board of Visitors.  The notes to the annual financial statements provide the 
required elements to comply with the Debt Management Policy.  Below are the Financial 
Statement Notes related to outstanding obligations that were prepared for the year-ending 
June 30, 2014 (unaudited):   


NOTE 7: Long-Term Debt 


Notes Payable—Pooled Bonds 
The University issued 9(d) bonds by participating in the Public Higher Education Financing 
Program (Pooled Bond Program) created by the Virginia General Assembly in 1996. 
Through the Pooled Bond Program, the Virginia College Building Authority (VCBA) issues 
9(d) bonds and uses the proceeds to purchase debt obligations (notes) of the University and 
various other institutions of higher education. The University’s general revenue also secures 
these notes. The Radford University portion of the 2009B issuance was $3.72 million (par 
amount) and carries interest rates from 2.0 percent to 5.0 percent and is secured by general 
revenues of the University. Principal is due annually and interest payments are due semi-
annually through 9/01/29. The Radford University portion of the 2011A issuance was $4.235 
million (par amount) and carries interest rates from 3.0 percent to 5.0 percent and is secured 
by general revenues of the University. Principal is due annually and interest payments are 
due semi-annually through 9/01/31. The Radford University portion of the 2012B issuance 
was $11.155 million (par amount) and carries interest rates from 3.0 percent to 5.0 percent 
and is secured by general revenues of the University. Principal is due annually and interest 
payments are due semi-annually through 9/01/32. The Radford University portion of the 
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2013A issuance was $4.865 million (par amount) and carries interest rates from 2.0 percent 
to 5.0 percent and is secured by general revenues of the University. Principal is due annually 
and interest payments are due semi-annually through 9/01/33. 


Bonds Payable—9c 
The University has issued bonds pursuant to section 9(c) of Article X of the Constitution of 
Virginia. Section 9(c) bonds are general obligation bonds issued by the Commonwealth of 
Virginia on behalf of the University. They are secured by the net revenues of the completed 
project and the full faith, credit and taxing power of the Commonwealth of Virginia. The 
Radford University portion of the 2013A issuance was $5.04 million (par amount) and carries 
interest rates from 2.0 percent to 5.0 percent and is secured by general revenues of the 
University. Principal is due annually and interest payments are due semi-annually through 
6/01/33. The Radford University portion of the 2014A issuance was $11.08 million (par 
amount) and carries interest rates from 2.0 percent to 5.0 percent and is secured by general 
revenues of the University. Principal is due annually and interest payments are due semi-
annually through 6/01/34. 


Installment Purchase Obligations 
The University has future obligations under an installment purchase agreement initiated in 
January 2009. The capitalized value of the asset purchased under this installment purchase 
agreement is $114,460 and the repayment term is 10 years at an interest rate of 2.087 percent.  


Future principal payments on long-term debt are as follows: 


Fiscal Year Ending 
Notes Payable 
Pooled Bonds 


  Bonds Payable - 
9c 


Installment 
Purchase 


June 30, 2015 $810,000 $480,000 $11,565 
June 30, 2016 855,000 555,000 11,807
June 30, 2017 895,000 580,000 12,055
June 30, 2018 935,000 605,000 12,308
June 30, 2019 980,000 635,000 12,567
2020 – 2024 5,670,000 3,695,000      -
2025 – 2029 6,995,000 4,510,000      - 
2030 – 2034 5,715,000 4,890,000      - 


Unamortized Premium 2,032,996 1,245,280     - 


Total $24,887,996 $17,195,280 $60,302 


Future interest payments on long-term debt are as follows: 


Fiscal Year Ending 
Notes Payable 
Pooled Bonds 


  Bonds Payable - 
9c 


Installment 
Purchase 


June 30, 2015 $927,306 $667,305 $1,199 
June 30, 2016 890,831 597,600 956
June 30, 2017 847,931 573,600 708
June 30, 2018 802,181 544,600 455
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June 30, 2019 756,256 514,350 197
2020 – 2024 3,033,356 2,061,250      -
2025 – 2029 1,701,409 1,249,025       -
2030 – 2034 405,575 511,438       -


Total $9,364,845 $6,719,168 $3,515 


NOTE 18: Component Unit Financial Information 
The following is a summary of the outstanding notes payable at June 30, 2014: 


Note payable in semi-annual installments of $40,000 through 
April 2016, with interest payable quarterly at LIBOR plus 
2.25 percent, with a minimum rate of 3 percent (3 percent at 
June 30, 2014), outstanding principal due upon maturity, 
collateralized by virtually all accounts held by Radford 
University Foundation, Inc. with the bank $560,000


Note payable in monthly installments of $9,804 through 
March 2018 with interest payable at 3.41 percent 
outstanding principal due upon maturity, collateralized by 
real property 776,350


Note payable in monthly installments of $17,532 through 
July 2018, with interest payable at 2.01 percent, 
unsecured  


824,369


       Total long-term debt $2,160,719


The annual maturities of notes payable for each of the five years and thereafter as of June 30, 
2014 are as follows: 


2015 $368,546
2016 775,600
2017 303,055
2018 695,216
2019 18,302


       Total notes payable $2,160,719


Action: 
Board of Visitors adoption of a Resolution of Compliance with the Radford University Debt 
Management Policy.  
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Radford University Board of Visitors 
Resolution 


Compliance with Debt Management Policy 
February 3, 2015 


WHEREAS, the 2005 Session of the General Assembly adopted, and the Governor 
signed, legislation that provides Radford University and all other public colleges and 
universities in the Commonwealth the opportunity to attain certain authority and autonomy to 
manage its academic and administrative affairs more efficiently and effectively through 
implementation of the Restructured Higher Education Financial and Administrative 
Operations Act, and 


WHEREAS, on June 30, 2005, the Radford University Board of Visitors approved a 
Resolution of Commitment allowing the University to exercise restructured financial and 
operational authority as identified in the Restructuring Act, and 


WHEREAS, the Governor has established financial and management measures on 
which annual assessment and certification of institutional performance will be evaluated, and  


WHEREAS, the financial and management measures require the Radford University 
Board of Visitors to approve a Debt Management Policy, and 


WHEREAS, the Radford University Board of Visitors approved such Debt 
Management Policy at its March 30, 2007, meeting; revisions to this policy were approved by 
the Board of Visitors at its August 23, 2007, November 12, 2010, and February 8, 2012 
meetings, and 


WHEREAS, Schedule A demonstrates that the University meets the requirements 
outlined in the Debt Management Policy; and 


WHEREAS, the Board of Visitors must annually certify Radford University’s 
compliance with the approved Debt Management Policy to the Secretary of Finance for the 
Commonwealth of Virginia; 


NOW, THEREFORE, BE IT RESOLVED, this resolution approved by the 
Radford University Board of Visitors certifies that the University is in compliance with its 
Debt Management Policy. 
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Action Item 
Approval of the Radford University 2014-15 Second Quarter Operating 


Budget Adjustments 


Item: 
Board of Visitors approval of the Radford University 2014-15 second quarter operating budget 
adjustments. 


Background: 


The Commonwealth has experienced a significant general fund shortfall for the 2014-16 
biennium.  This deficit necessitates revising the original biennial revenue projections and the 
implementation of savings strategies by executive branch agencies.   


On Friday, November 14, 2014 HB5010 was enacted by the Governor.  Officially, HB5010 is 
an act to amend and reenact Chapter 2 of the Acts of Assembly of 2014, Special Session I, 
which appropriated the public revenues and provided a portion of such revenues for the two 
years ending, respectively, on the thirtieth day of June, 2015, and the thirtieth day of June, 
2016, and to repeal Paragraph K. of Item 468 and Paragraph GG.1. of § 3-1.01 of Part 3 of such 
Chapter.  For purposes of clarity and transparency along with the unique aspects associated 
with the legislative path of the 2014 Appropriations Act, HB5010 was incorporated into the 
previously enacted Chapter 2 of the Special Session I Acts of Assembly, as Chapter 3 of the 
Special Session 1 Acts of Assembly to provide a comprehensive final enacted Appropriations 
Act for the biennium.   


As part of Chapter 3, $45,000,000 of general fund appropriation is to be reverted from the 
Educational and General (E&G) programs of the public institutions of higher education in both 
years of the biennium, 2014-15 and 2015-16.  Radford University’s share of the reduction is 
$1,113,249 in each year of the biennium.  As a result, a second quarter budget adjustment is 
needed to align the University’s general fund revenue forecast with authorized expenditure 
levels.   


Schedule A (University Operating Budget) reflects the required second quarter adjustment to 
realign the operating budget with current projections.   


Action: 
Radford University Board of Visitors approval of the 2014-15 second quarter budget adjustments. 


ATTACHMENT  D







 Radford University Board of Visitors 
Business Affairs & Audit Committee 


Approval of the 2014-15 Second Quarter Adjustments 


RADFORD UNIVERSITY BOARD OF VISITORS 
Resolution 


February 3, 2015 


Approval of the Radford University 2014-15 Second Quarter Operating  
Budget Adjustments 


BE IT RESOLVED, the Radford University Board of Visitor approves the second quarter 
adjustments to the operating budget as presented in Schedule A for Total Operating Budget.   







Schedule A


Dollars in Thousands


Current Second Qtr. Revised
Total Budget (a) Adjustment (b) Total Budget (c)


Educational and General Programs


Revenues
General Fund $47,923 ($1,113) $46,810
Tuition and Fees 68,061 0 68,061
All Other Income 2,406 0 2,406


Total Revenues $118,390 ($1,113) $117,277


Expenditures
Total Expenses ($118,390) $1,113 ($117,277)


Reserve Draw (Deposit) $0 $0 $0
NET $0 $0 $0


Student Financial Assistance


Revenue $9,995 $0 $9,995
Expenditures (9,995) 0 (9,995)
Reserve Draw (Deposit) 0 0 0
NET $0 $0 $0


Sponsored Programs


Revenue $8,797 $0 $8,797
Expenditures (8,797) 0 (8,797)
Reserve Draw (Deposit) (0) 0 (0)
NET $0 $0 $0


Auxiliary Enterprises


Revenues $66,220 $0 $66,220
Expenditures (59,627) 0 (59,627)
Reserve Draw (Deposit) (6,592) 0 (6,592)
NET $0 $0 $0


Total University


Revenues $203,401 ($1,113) $202,288
Expenses (196,809) 1,113 (195,696)
Reserve Draw (Deposit) (6,592) 0 (6,592)
NET $0 $0 $0


Notes:


2014-15


(a) Current Total Budget - Reflects the adjusted 2014-15 Total Operating Budget as of September 30, 2014 which was 
approved by the BOV at the September 2014 meeting.  Both recurring and one-time operating budgets are included.


(b) Second Quarter Adjustment - Reflects proposed quarterly budget adjustments to the 2014-15 Original Operating 
Budget as of December 31, 2014. Both recurring and one-time operating budgets are included.


(c) Revised Total Budget - Reflects the revised  2014-15 Adjusted Total Budget as of December 31, 2014. Both recurring 
and one-time operating budgets are included.


Radford University
University Operating Budget


Proposed 2014-15 Second Quarter Adjustments
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Radford University Board of Visitors 
Business Affairs & Audit Committee 


February 2, 2015 


Information Item 
2015-16 Preliminary Budget Outlook 


Item: 
Attachment A represents the initial 2015-16 budget view which takes into account introductory 
estimates of key changes to revenues and expenses within the Educational and General (E&G) 
program. The document is intended only to generate early discussion of our fluctuating 
financial position as we prepare estimates for next year.  The key assumptions used to build the 
2015-16 scenario are outlined below: 


Revenue 
This scenario considers the current fiscal year’s (2014-15) $1.1 million state mandated general 
fund reduction as well as the $1.9 million loss in tuition revenue. This locus will be used to help 
with transition thinking moving toward 2015 – 16.  The scenario does not consider any 
additional revenue reductions for next year which may possibly result from the lagging Virginia 
economy, and/or further enrollment declines. 


The preliminary overview does not consider any tuition increases to mitigate non-discretionary 
cost increases or the aforementioned revenue reductions.  Moreover, no enrollment gains are 
planned in this scenario.  The 2015 General Assembly Session is currently underway and it is 
unknown at this time what final budget actions will be taken. 


Expenses 
The preliminary expense estimates include continuing to fund the three Pathways to Excellence 
(PTE) programs; Chemistry, Criminal Justice, and RN-BSN.  The funding for these programs, 
$652,608, is proposed to be funded through reallocations from within the Division of Academic 
Affairs.   Additionally, each vice president identified a list of their non-discretionary cost 
increases of which $972,412 was identified across all the divisions. 


In addition the scenario includes the continuation of non-discretionary funding for the CRM, and 
Identity Management initiatives as well as the Operations and Maintenance (O&M) funding for 
the Center for the Sciences building scheduled to be online in 2015-16.  This scenario also 
includes the reversal of the $722,985 slated for salary equity allocations in 2014-15 which will 
be used to reduce the total 2015-16 non-discretionary cost increases. 


It should also be noted that these potential actions don’t include any funding for the proposed 
nursing program expansion options currently under discussion, the $1.9 million identified to 
fully fund the Career Initiative, or the over $10 million in other initiatives identified by the vice 
presidents to expand/grow current programs and operations.  


               ATTACHMENT  B







  


2015-16 Preliminary Budget Outlook 


Business Affairs and Audit Committee 


Reallocations 
The final section of Attachment A represents a collection of expense reduction strategies 
submitted by each vice president totaling $4.5 million across all operational units and equates to 
a five (5) percent total reduction from the 2014-15 base operational budget.  It should be noted 
that the full execution of all the reduction strategies would impair the University’s ability to 
continue to provide a quality education to all its students. 


Action: 
None.  Information item only. 







Attachment A


No No
Enrollment Budget 


Change Reductions


REVENUE
General Fund Changes


Appropriation Reductions (1,113,249) (1,113,249)
Total GF Change (1,113,249) (1,113,249)


Nongeneral Fund Changes
Internal NGF Growth - Estimated (1,950,407) (1,950,407)
Tuition Increase - Estimated 0 0
Total NGF Increase (1,950,407) (1,950,407)


Total Revenue Changes (3,063,656) (3,063,656)


EXPENSES
Non-Discretionary Cost Increases


Board Mandates
PTE - Chemistry 335,808 335,808
PTE - Criminal Justice 215,000 215,000
PTE - RN-BSN 101,800 101,800
Provost's Reallocation (652,608) (652,608)


Sub-Total Board Mandates 0 0


Other Non-Discretionary


IT - CRM, Data Defense, Identity. 134,872 134,872
O&M New Facilities - Prev. Committed 274,631 274,631
Other AA Seats 12,000 12,000
Reversal of 2014-15 Salary Pool (722,985) (722,985)


Sub-Total Other Non-Discretionary (301,482) (301,482)


Division Recurring Initiatives


Academic Affairs 614,492 614,492


Central Administration 5,500 5,500


Central Resources 0


Information Technology 89,627 89,627


Finance & Administration 118,850 118,850


Student Affairs 76,243 76,243
University Advancement 67,700 67,700
University Relations 0 0


Sub-Total Recurring Requests 972,412 972,412


Total Non-Discretionary Cost Increases 670,930 670,930


SURPLUS/(DEFICIT) (3,734,586) (3,734,586)


Reduction Mitigation Percent
Division Reduction Proposals  Reductions


Academic Affairs (2,786,212) -4.30%
Central Administration (69,500) -3.01%
Information Technology (454,132) -5.75%
Finance & Administration (452,888) -4.06%
Student Affairs (87,591) -9.02%
University Advancement and Relations (92,138) -2.39%
Associated Fringes (All Areas) (590,933)


Sub-Total Division Reduction Proposals (4,533,394) 0 -4.98%


SURPLUS/(DEFICIT) 798,808 (3,734,586)


2015-16 Preliminary Budget Outlook
As of December 31, 2014
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    RADFORD UNIVERSITY 
OFFICE OF AUDIT AND ADVISORY SERVICES 


FOLLOW-UP AUDIT STATUS REPORT 
BUSINESS AFFAIRS AND AUDIT COMMITTEE 


FEBRUARY 2015  


Audit:  IT Account Management – Active Directory 
Business Issue Planned Action Action Date Status 


1.3(b) A separated user’s account had not been 
removed and continued to have access.  DoIT 
had no record of being notified of the separation 
and Human Resources was unable to determine 
when or if it had provided notification. 


HR will implement electronic 
personnel action forms which will 
automate notifications to DoIT and 
will document the notifications.    


March 31, 2013 
Revised to      


August 31, 2013 
Revised to 


November 30, 2013 
Revised to 


September 30, 2014 


 Complete 


2.0 User accounts are not locked if the accounts are 
not used for a predefined period.  This increases 
the risk for unauthorized account access.  (A) 


DoIT is currently researching Identity 
and Access Management solutions that 
could provide this capability.  DoIT 
will implement a solution that will lock 
user accounts if they are not used for a 
predefined period. 


August 1, 2014 
Revised to 


December 1, 2014 


Complete 


3.0(b) Temporary accounts, such as courtesy accounts, 
are not set to automatically expire after a 
predetermined period, beyond which access to 
these accounts is not needed.  In addition, 
temporary access is established without an 
approval from the System Owner. (B) 


DoIT will implement an Identity 
Management system with the 
capability of creating temporary and 
guest accounts with automatic 
expiration at a documented date.       


August 1, 2014 
Revised to      


November 1, 2014 
Revised to  


July 1, 2015 


   In process 


4.2(b) As required by the RU IT Security Standard, it 
appears that system administrators have both an 
administrative account and at least one regular 
user account.  However, because of the current 
set-up of the global groups, it appears that 
administrators do not have to use their 
administrator accounts to perform administrative 
tasks.  Specifically, we found that five out of 
eight administrative global groups tested 
contained regular user accounts.  Therefore, 
those regular accounts had administrative 
privileges.  Furthermore, out of those five 


As part of the Identity and Access 
Management project, DoIT will 
conduct a more extensive review and 
cleanup of all global groups in non-
sensitive systems. 


August 1, 2014 
Revised to 


December 1, 2014 
Revised to 


July 1, 2015 


   In process 
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groups, four of them contained both an 
administrative account and a regular account for 
the same user. 


Audit:  IT Account Management – Banner 
Business Issue Planned Action Action Date Status 


1.2 (c) For nine users (26%), we were unable to obtain 
evidence to determine whether or not HR 
notified DoIT of the separation.  This appeared to 
be primarily due to staff turnover in HR and that 
the notifications were retained only in the former 
staff’s e-mail records. 


HR will implement electronic personnel 
action forms which will automate 
notifications to DoIT and will also 
document the notifications. 


March 31, 2013 
Revised to      


August 31, 2013 
Revised to 


November 30, 2013 
Revised to 


September 30, 2014 


  Complete 


Audit:  IT Password Management – Active Directory and Banner 
Business Issue Planned Action Action Date Status 


1.0 Our review of passwords indicated that the 
University addresses passwords in two separate 
documents:  the RU IT Security Standard 
(Standard) and the RU Password Policy and 
Standards (Policy).  Inconsistences exist between 
these documents and a match could not be found 
for 10 out of the 24 items from the Policy 
document to the Standard document.  In addition, 
the policy reads as a set of guidelines rather than 
requirements.  Two separate, but inconsistent, 
documents for passwords could lead to confusion 
and misinterpretation. 


DoIT Will work with the Office of  
Policy  Compliance and the Office of 
Audit and Advisory Services to review 
and determine the definitions and 
information that should be contained in 
the Standard vs. the Policy.  Once this is 
determined, these documents will be 
updated appropriately. 


August 15, 2014 
Revised to 


December 1, 2014 
Revised to 


July 1, 2015 


   In process 


2.1 The RU IT Security Standard requires the use of 
a unique password on each account on IT 
systems.  However, the Standard does not define 


DoIT will adjust the wording in the IT 
Security Standard to clarify the purpose 
of the requirement. 


August 15, 2014 
Revised to  


December 1, 2014 


Complete 
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“unique” and we were unable to establish the 
purpose of the requirement.  Therefore, we were 
unable to audit for compliance with that 
requirement. 


2.2 The RU IT Security Standard imposes certain 
requirements on mobile devices and provides 
examples of such devices.  However, the list of 
examples does not include laptops, nor does the 
Standard define “mobile device”.  Therefore it is 
not clear whether laptops are considered mobile 
devices.  Furthermore, it was noted that the Data 
Storage and media Protection Policy appears to 
include laptops as mobile devices. 


DoIT will adjust the wording in the IT 
Security Standard and the Data Storage 
and Media Protection Policy to resolve 
inconsistencies. 


August 15, 2014 
Revised to 


December 1, 2014 


Complete 


3.0 The RU IT Security Standard requires passwords 
on user accounts to be changed every 120 days.  
However, most users are required to change their 
passwords only once a year.  The Standard also 
requires the system to be configured to maintain 
at least the last 4 passwords in the password 
history files to prevent the reuse of the same or 
similar passwords.  However, the current 
configuration for most users is set to zero 
passwords remembered.   


DoIT will work with faculty and staff to 
enforce a 120 day password change for 
all faculty and staff accounts.  As part of 
this change, DoIT will also implement a 
password history file configuration in 
accordance with the Standard. 


Revised Action Plan 
The password change parameter will be 
set at 180 days in the Standard and in 
Trident, the core application in the 
Identity Management infrastructure.  
The password history file requirement 
will be set to maintain the last 6 
passwords both in the Standard and in 
Trident. 


July 1, 2014 
Revised to 


 August 15, 2014 
Revised to 


December 1, 2014 


Complete 


7.0 The RU IT Security Standard requires a 
maximum lockout threshold of 6 invalid attempts 


DoIT currently has Spunk triggers and 
other notifications in place to notify 


August 15, 2014 
Revised to 


Complete 
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and a lockout duration of at least 30 minutes.  
These settings have not been implemented for 
Active Directory user accounts.  Currently, the 
account lockout threshold is set to “0”, which 
means the account will never be locked, 
regardless of the number of invalid attempts.  
This increases the risk of a compromised 
account. 


system administration staff of invalid 
attempts.  These triggers will be revised 
and documented in more detail to help 
mitigate this risk. 


DoIT has determined that the controls 
listed in the Standard will also be 
reviewed and revised as appropriate.   


December 1, 2014 


Audit:  IT Account Management – Cognos 
Business Issue Planned Action Action Date Status 


3.0 DoIT is not notified when users transfer between 
areas of the University and their access 
requirements change.  Therefore, changes in 
user access levels for reasons such as transfers 
are not performed.   


(b.) To streamline the separation and 
transfer notifications, HR will 
complete and document a review 
regarding the need to assign the task 
of processing PR4s to one 
individual instead of the PR4 
needing to travel to multiple 
individuals within HR.  Included in 
the review will be an analysis of 
other methods by which HR may be 
notified of separations and transfers, 
and the processes that should be in 
place to ensure timely notification to 
DoIT.  


Revised Action Plan:   
(1.)  HR will implement electronic 
personnel action forms (EPAFs) 
which will route the actions 
appropriately.   


March 31, 2013 
Revised to  


August 31, 2013 
Revised to 


November 30, 2013 
Revised to 


September 30, 2014 


Complete 
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(2.)  Additionally, HR will develop 
a process to address instances when 
they become aware of separations 
and transfers by means other than 
the EPAF. 


c.) HR will implement electronic 
personnel action forms which will 
automate notifications to DoIT for 
any need-to-know specific actions.  


Revised to 
March 31, 2015 


March 31, 2013 
Revised to     


August 31, 2013 
Revised to 


November 30, 2013 
Revised to 


September 30, 2014 


In process 


Complete 


(A)  This issue was also common to the IT Account Management audit of MyRU Portal, but is only listed once on this report for conciseness. 


(B)  This issue was also common to the IT Account Management audit of Cognos, but is only listed once on this report for conciseness. 
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